Appendix to “Ransomware Activity and Blockchain Congestion”
This appendix provides additional material referenced in the paper. The appendix begins
with explaining the details of the Common Vulnerability Scoring System (CVSS) and the rationale
behind the choice of the variables reflecting ransomware activity. Next, it provides robustness
checks. The appendix concludes with the discussion of the potential partial-equilibrium limit to
transaction fees.

A1. Common vulnerability scoring system
Data feeds from the National Vulnerability Database (NVD) report a severity score of 1
to 10 for every vulnerability. This score is a function of the following exploitability factors:
𝑆𝑐𝑜𝑟𝑒 = 𝑓(𝐴𝑐𝑐𝐶𝑜𝑚𝑝, 𝐴𝑢𝑡ℎ, 𝐴𝑐𝑐𝑉𝑒𝑐𝑡, 𝐶𝑜𝑛𝑓𝐼𝑚𝑝, 𝐼𝑛𝑡𝑒𝑔𝐼𝑚𝑝, 𝐴𝑣𝑎𝑖𝑙𝐼𝑚𝑝),
where the inputs to the scoring function are:
-

𝐴𝑐𝑐𝐶𝑜𝑚𝑝 is the vulnerability access complexity. High access complexity implies that a
hacker needs to undertake many steps to exploit such vulnerability. A higher complexity
lowers the overall score.

-

𝐴𝑢𝑡ℎ is the number of times a hacker must pass authentication to a target to exploit a
vulnerability. The higher this number, the lower the overall score.

-

𝐴𝑐𝑐𝑉𝑒𝑐𝑡 is the means of access to the target. Some vulnerabilities require a hacker to have
physical access to a target computer, while others can be exploited remotely. Remotely
exploitable vulnerabilities receive a higher score ceteris paribus.

-

𝐶𝑜𝑛𝑓𝐼𝑚𝑝 is the extent to which the confidentiality of a target system is compromised. An
increase in this metric increases the overall score.
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-

𝐼𝑛𝑡𝑒𝑔𝐼𝑚𝑝 is the extent to which the integrity of a system is compromised. This metric
captures whether a hacker can modify information on a target computer by exploiting the
vulnerability. An increase in this metric increases the overall score.

-

𝐴𝑣𝑎𝑖𝑙𝐼𝑚𝑝 is the impact the attack may have on the availability of the target system.
Specifically, it reflects the potential of a hacker attack to disrupt the target system. A higher
availability impact increases the overall score.
Table A1 reports examples of released vulnerabilities. The vulnerability release date is

recorded in Eastern Standard Time. In the main analysis, these dates are adjusted to match Bitcoin
blockchain timestamps. Vulnerabilities with a high severity score typically allow a cybercriminal
to take control of the target system and install malicious programs such as ransomware. For
instance, the vulnerability CVE-2014-1776 has a severity score of 10.0 and can be used by remote
attackers to execute arbitrary code on a local computer. This vulnerability appears on the
Department of Homeland Security list of the top 30 most commonly exploited vulnerabilities.1
Vulnerabilities scored around 5.0 do not usually allow ransomware attacks. For example, although
attackers can exploit CVE-2015-6425 to cause a denial of service, this vulnerability does not allow
a code execution on a target computer. Finally, vulnerabilities with a low severity score are
difficult to exploit. For example, a cybercriminal must rely on help from a local user to take
advantage of CVE-2014-4248.
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https://www.us-cert.gov/ncas/alerts/TA15-119A
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A2. Severe vulnerabilities and ransomware activity
Figure A2 shows that there is an increase in the number of severe vulnerabilities around
the day a new ransomware is listed in the Symantec dictionary.2 The NVD data on vulnerabilities
have several advantages over the ransomware list in the Symantec dictionary. First, a ransomware
attack may not be successful, as it is the severity of the exploited vulnerability that defines the
hacker’s success. Second, older ransomware may be recycled to exploit newly discovered
vulnerabilities. Third, Symantec does not always make a distinction between ransomware and
trojans. Thus, I only use the NVD data on severe vulnerabilities in the main analysis.

A3. Ransomware-unrelated cybersecurity threats
The discovery of severe vulnerabilities may create shocks to demand for blockchain
settlement through channels other than ransomware. For instance, coin theft risk may incentivize
users to sell their coins and thus increase the number of blockchain transactions. To address this
concern, I run the analysis excluding the days around the discovery of Bitcoin-related
vulnerabilities and major coin theft episodes.
I obtain the release dates of Bitcoin-related vulnerabilities by screening vulnerability
descriptions in the NVD database for the word “Bitcoin.” Coin theft dates come from
magoo.github.io/Blockchain-Graveyard, a website that traces major coin theft events. I remove
three days before and after the dates of the coin theft episodes and Bitcoin-related vulnerability
releases from the sample. In total, 71 non-overlapping days are removed. As shown in Table A2,
the main results are not affected by elimination of the days surrounding coin thefts and Bitcoinrelated vulnerability releases.
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https://www.symantec.com/security-center/a-z
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A4. Stationarity
In this section, I address a concern about potential non-stationarity of the variables, as
regressions on non-stationary data may produce spurious results. In what follows, I confirm that
the model variables are stationary, mitigating spurious correlation concerns.
First, I test for stationarity of non-dummy independent variables in the regressions. 𝑉𝑢𝑙𝑛𝑡
and the members of the 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 vector are time series. As such, I rely on the conventional time
series unit root tests to assess their stationarity. Specifically, I run augmented Dickey-Fuller and
Phillips and Perron (1988) tests. The results in Table A3, Panel A, reject the unit root hypothesis
with 𝑝 < 0.001 for all independent variables.
Next, I test stationarity of the dependent panel variables: 𝑛𝑇𝑟𝑎𝑛𝑠𝑖,𝑡 and 𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒𝑖,𝑡 .
Phillips and Moon (1999) show that although panels are unlikely to yield spurious outcomes, the
issue is not eliminated completely. The rich literature on panel data stationarity proposes several
panel unit root tests. These tests have different power depending on different panel dimensions
and make various assumptions about the nature of the data-generating process (Maddala and Wu,
1999). I therefore take a prudent approach and run the five most common panel stationarity tests
(Harris and Tzavalis, 1999; Maddala and Wu, 1999; Levin, Lin, and Chu, 2002; Im, Pesaran, and
Shin, 2003; Breitung and Das, 2005). All of these tests reject the unit root hypothesis (Table A3,
Panel B). As such, the results are unlikely to be driven by spurious correlation.

A5. A closer look into the relation between transaction fees and ransomware activity
When ransomware-unrelated users forego blockchain settlement in response to congestion,
they mitigate transaction fee competition. As a result, time-constrained ransomware victims may
refrain from attaching transaction fees that exceed the maximum fees that ransomware victims
agree to pay. In this appendix, I test whether there exist a partial-equilibrium (pertaining to
4

constraints of ransomware-unrelated users) limit to transaction fees. The limit is reached when a
further increase in ransomware activity no longer increases the fees.
I start by sorting all sample days by the number of severe vulnerabilities released on those
days and define the categories as follows: 𝑉𝑢𝑙𝑛3 contains 30 days with the largest number of
vulnerabilities released per day, 𝑉𝑢𝑙𝑛2 contains days 31 to 60, and 𝑉𝑢𝑙𝑛1 contains days 61 to 90.3
Next, I estimate the following model:
𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒𝑖,𝑡 = 𝛼 + 𝛽1 𝑉𝑢𝑙𝑛1𝑡 + 𝛽2 𝑉𝑢𝑙𝑛2𝑡 + 𝛽3 𝑉𝑢𝑙𝑛3𝑡 + 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 + 𝜀𝑖,𝑡 ,
where 𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒𝑖,𝑡 is the average transaction fee attached by wallet 𝑖 on day 𝑡; 𝑉𝑢𝑙𝑛1𝑡 − 𝑉𝑢𝑙𝑛3𝑡
are dummy variables equal to 1 if the observation falls into the corresponding category described
in the paragraph above. 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 is a vector of the following control variables: 𝑅𝑒𝑡𝐵𝑇𝐶𝑡 is the
daily return on Bitcoin cryptocurrency; 𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂𝑡 is the sum of proceedings from the initial coin
offering over the ten days surrounding an offering; 𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶𝑡 is the aggregate Google search
volume for the word “Bitcoin” reported by trends.google.com; 𝐹𝑂𝑀𝐶𝑡 is a dummy variable equal
to one during the scheduled Federal Reserve Federal Open Market Committee meeting days and
five days before and after such meetings.
Table A4 contains the coefficient estimates. Consistent with the earlier findings, the fees
increase with the number of severe vulnerabilities. However, the coefficients 𝛽2 and 𝛽3 are
statistically equal. As such, congestion typically increases the fees only to a certain limit. This
suggests the possibility that there exists a partial-equilibrium limit to reward for mining.
Importantly, this reasoning only reflects the constraints of ransomware-unrelated users.
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Adding further categories covering thirty days results in having multiple categories with the same number of
vulnerabilities per day. These days are absorbed by the intercept term in the model.
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Table A1: Vulnerability description and severity scores
ID
CVE20141776

Description
Use-after-free vulnerability in Microsoft Internet Explorer 6 through 11
allows remote attackers to execute arbitrary code or cause a denial of service
(memory corruption) via vectors related to the CMarkup: Is Connected to
Primary Markup function, as exploited in the wild in April 2014.

Score
10.0

Date
04/27/2014

CVE20156425

The WebApplications Identity Management subsystem in Cisco Unified
Communications Manager 10.5 (0.98000.88) allows remote attackers to
cause a denial of service (subsystem outage) via invalid session tokens, aka
Bug ID CSCul83786.

5.0

12/16/2015

CVE20144248

Unspecified vulnerability in the Oracle Application Object Library
component in Oracle E-Business Suite 11.5.10.2, 12.0.6, 12.1.3, 12.2.2, and
12.2.3 allows local users to affect confidentiality via unknown vectors
related to logging.

1.0

07/17/2014
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Table A2: Ransomware-unrelated cybersecurity threats
This table examines whether the main results are sensitive to ransomware-unrelated cybersecurity
risks. Coin theft risk may incentivize users to sell their coin holdings, thus increasing the number
of blockchain transactions. To address this concern, I run the main analysis with the sample
excluding three days before and after the discovery of Bitcoin-related vulnerabilities and major
coin thefts. The specification is as follows:
𝐷𝑒𝑝𝑉𝑎𝑟,𝑡 = 𝛽𝑉𝑢𝑙𝑛𝑡 + 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 + 𝜀𝑖,𝑡 ,
where 𝐷𝑒𝑝𝑉𝑎𝑟𝑖,𝑡 is either the number of Bitcoin blockchain transactions (Panel A) or the average
transaction fee (Panel B) for wallet 𝑖 on day 𝑡; 𝑉𝑢𝑙𝑛𝑡 is the number of severe vulnerabilities.
𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 is a vector of the following control variables: 𝑅𝑒𝑡𝐵𝑇𝐶𝑡 is the daily return on Bitcoin
cryptocurrency; 𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂𝑡 is the sum of proceedings from the initial coin offering over the ten
days surrounding an offering; 𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶𝑡 is the aggregate Google search volume for the word
“Bitcoin” reported by trends.google.com; 𝐹𝑂𝑀𝐶𝑡 is a dummy variable equal to one during the
scheduled Federal Reserve Federal Open Market Committee meeting days and five days before
and after such meetings. Regressions control for individual Bitcoin wallet fixed effects and
weekend fixed effects. Please refer to Section 3.1 in the paper for the definition of blockchain user
Groups 1 to 4. All non-dummy variables are standardized. The standard errors (in parentheses)
are clustered by wallet and day. Asterisks *** and ** denote statistical significance at the 1% and
5% levels.
𝐴𝑙𝑙
Panel A: Demand for Blockchain Settlement
𝑉𝑢𝑙𝑛
.003***
(.000)
Yes
𝑊𝑎𝑙𝑙𝑒𝑡𝐹𝐸
Yes
𝑌𝑒𝑎𝑟𝑄𝑢𝑎𝑟𝑡𝑒𝑟𝐹𝐸
Yes
𝑊𝑒𝑒𝑘𝑒𝑛𝑑𝐹𝐸
2
.0162
𝑅
Panel B: Transaction Fees
𝑉𝑢𝑙𝑛
.016***
(.002)
Yes
𝑊𝑎𝑙𝑙𝑒𝑡𝐹𝐸
Yes
𝑌𝑒𝑎𝑟𝑄𝑢𝑎𝑟𝑡𝑒𝑟𝐹𝐸
Yes
𝑊𝑒𝑒𝑘𝑒𝑛𝑑𝐹𝐸
.0008
𝑅2

𝐺𝑟𝑜𝑢𝑝1

𝐺𝑟𝑜𝑢𝑝2

𝐺𝑟𝑜𝑢𝑝3

𝐺𝑟𝑜𝑢𝑝4

-.005***
(.002)
Yes
Yes
Yes
.0001

-.006***
(.001)
Yes
Yes
Yes
.0003

-.006***
(.001)
Yes
Yes
Yes
.0072

.005***
(.000)
Yes
Yes
Yes
.0239

-.008
(.010)
Yes
Yes
Yes
.0003

.018**
(.007)
Yes
Yes
Yes
.0024

.020***
(.006)
Yes
Yes
Yes
.0038

.017***
(.002)
Yes
Yes
Yes
.0014
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Table A3: Stationarity
This table examines the potential non-stationarity of the sample variables. Panel A reports the results of augmented
Dickey-Fuller and Phillips and Perron (1988) unit root tests for the time series variables, including 𝑉𝑢𝑙𝑛𝑡 , 𝑅𝑒𝑡𝐵𝑇𝐶,
𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂𝑡 , and 𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶𝑡 . Panel B reports the results of Harris and Tzavalis (1999), Maddala and Wu (1999),
Levin, Lin, and Chu (2002), Im, Pesaran, and Shin (2003), and Breitung and Das (2005) unit root tests for the panel
variables. Please refer to Tables 3 and 5 for the variable definitions. P-values are in parentheses. *** denotes
statistical significance at the 1% level.
Panel A: Time series unit root tests

𝐻0 : 𝑉𝑢𝑙𝑛 follows a unit root process
𝐻0 : 𝑅𝑒𝑡𝐵𝑇𝐶 follows a unit root process
𝐻0 : 𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂 follows a unit root process
𝐻0 : 𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶 follows a unit root process

Augmented
Dickey-Fuller
Rejected***
(.000)
Rejected***
(.000)
Rejected***
(.000)
Rejected***
(.000)

Phillips and
Perron (1988)
Rejected***
(.000)
Rejected***
(.000)
Rejected***
(.000)
Rejected***
(.000)

Harris and
Tzavalis
(1999)
Rejected***
(.000)
Rejected***
(.000)

Maddala and
Wu (1999)

Levin, Lin,
and Chu
(2002)

Im, Pesaran,
and Shin
(2003)

Breitung and
Das (2005)

Rejected***
(.000)
Rejected***
(.000)

Rejected***
(.000)
Rejected***
(.000)

Rejected***
(.000)
Rejected***
(.000)

Rejected***
(.000)
Rejected***
(.000)

Panel B: Panel unit root tests

𝐻0 : 𝑛𝑇𝑟𝑎𝑛𝑠 contains unit roots
𝐻0 : 𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒 contains unit roots
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Table A4: Partial-equilibrium limit to transaction fees
This table tests whether there exist a partial-equilibrium (pertaining to constraints of ransomwareunrelated users) limit to transaction fees. I use the following model to find whether such a limit
exists:
𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒𝑖,𝑡 = 𝛼 + 𝛽1 𝑉𝑢𝑙𝑛1𝑡 + 𝛽2 𝑉𝑢𝑙𝑛2𝑡 + 𝛽3 𝑉𝑢𝑙𝑛3𝑡 + 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 + 𝜀𝑖,𝑡 ,
where 𝑇𝑟𝑎𝑛𝑠𝐹𝑒𝑒𝑖,𝑡 is the average transaction fee attached by wallet 𝑖 on day 𝑡; 𝑉𝑢𝑙𝑛3𝑡 is a dummy
variable equal to 1 if the number of vulnerabilities falls within the 30 days with the largest number
of vulnerabilities released per day, 𝑉𝑢𝑙𝑛2𝑡 contains days 31 to 60, and 𝑉𝑢𝑙𝑛1𝑡 contains days 61
to 90. 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠𝑡 is a vector of the following control variables: 𝑅𝑒𝑡𝐵𝑇𝐶𝑡 is the daily return on
Bitcoin cryptocurrency; 𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂𝑡 is the sum of proceedings from the initial coin offering over
the ten days surrounding an offering; 𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶𝑡 is the aggregate Google search volume for the
word “Bitcoin” reported by trends.google.com; 𝐹𝑂𝑀𝐶𝑡 is a dummy variable equal to one during
the scheduled Federal Reserve Federal Open Market Committee meeting days and five days before
and after such meetings. Regressions control for individual Bitcoin wallet fixed effects, year and
quarter fixed effects, and weekend fixed effects. All non-dummy variables are standardized. The
standard errors (in parentheses) are clustered by wallet and day. Asterisks *** denote statistical
significance at the 1% level.
𝑉𝑢𝑙𝑛1
𝑉𝑢𝑙𝑛2
𝑉𝑢𝑙𝑛3
𝐼𝑛𝑡𝑒𝑟𝑐𝑒𝑝𝑡
𝑅𝑒𝑡𝐵𝑇𝐶
𝑅𝑎𝑖𝑠𝑒𝑑𝐼𝐶𝑂
𝐹𝑂𝑀𝐶
𝑇𝑟𝑒𝑛𝑑𝐵𝑇𝐶
𝑊𝑎𝑙𝑙𝑒𝑡𝐹𝐸
𝑌𝑒𝑎𝑟𝑄𝑢𝑎𝑟𝑡𝑒𝑟𝐹𝐸
𝑊𝑒𝑒𝑘𝑒𝑛𝑑𝐹𝐸
𝑅2

-.016
(.014)
.043***
(.006)
.045***
(.010)
-.026***
(.002)
.012***
(.002)
.013**
(.005)
-.017***
(.002)
-.024***
(.003)
Yes
Yes
Yes
.0010

H: 𝑉𝑢𝑙𝑛1 = 𝑉𝑢𝑙𝑛2
F-value
H: 𝑉𝑢𝑙𝑛1 = 𝑉𝑢𝑙𝑛3
F-value
H: 𝑉𝑢𝑙𝑛2 = 𝑉𝑢𝑙𝑛3
F-value
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Rejected***
14.41
Rejected***
12.72
Not Rejected
.03

Figure A1: The WannaCry decryptor message
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Figure A2: Severe vulnerabilities and ransomware releases
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